
GENERAL TIPS:
Do not use your institutional accounts for anything sensitive, such
as organizing work.
If you use Zoom, Google, etc., ensure they are not tied to your
institutional accounts or devices.
Keep your software up to date.
Use a password manager, strong randomized passwords, and
two-factor identification.

THREAT MODELING: Privacy Guides offers tips for assessing the most
likely threats to your security and privacy.
DOX YOURSELF: Digital Defense has guidance on how to research
what’s visible in your online presence.
DATA REMOVAL SERVICES: Privacy Guides has a guide to removing
personally identifying information.
10 SECURITY STEPS: Inteletechniques offers a ten-step security guide
with tips for improving your digital hygiene 
RESEARCH MORE SECURE TOOLS: Privacy Guides has excellent
recommendations and a useful FORUM.
MAKE IT COMMUNAL: The Activist Checklist suggests hosting a
security party to support each other through the process.

GUIDE FOR THE DOXXED: Digital Defense has useful guidance on first
steps for folks dealing with an acute situation. 
DE-DOXING: Equality Labs has created an exhaustive anti-doxing
guide for activists.
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FOR MORE DIGITAL SECURITY AND DOX DEFENSE
RESOURCES VISIT: AAUP.ORG/CDAF

https://www.privacyguides.org/en/basics/threat-modeling/
https://digitaldefense.noblogs.org/doxx-yourself/
https://www.privacyguides.org/en/data-broker-removals/
https://inteltechniques.com/data/10DaySecurity.pdf
http://privacyguides.org/en/tools
http://discuss.privacyguides.net/
https://activistchecklist.org/party/
https://digitaldefense.noblogs.org/getting-doxxed/
https://translifeline.org/wp-content/uploads/2025/02/EQUALITY-LABS-ANTI-DOXING-GUIDE-FOR-ACTIVISTS-3.0.pdf
https://www.aaup.org/about/programs/protecting-academic-freedom/center-defense-academic-freedom
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